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United States Patent and Trademark Office (USPTO)
Office Action (Official Letter) About Applicant’s Trademark Application

U.S. Application Serial No. 97777513

Mark: REDLENSINFOSEC

Correspondence Address:
CAMPUSGUARD

121 SOUTH 13TH STREET
LINCOLN NE 68508
UNITED STATES

Applicant: CampusGuard
Reference/Docket No. N/A

Correspondence Email Address: kstaples@campusguard.com

NONFINAL OFFICE ACTION

Response deadline. File a response to this nonfinal Office action within three months of the “Issue
date” below to avoid abandonment of the application. Review the Office action and respond using one

of the links to the appropriate electronic forms in the “How to respond” section below.

Request an extension. For a fee, applicant may reguest one three-month extension of the response
deadline prior to filing a response. The request must be filed within three months of the “Issue date”
below. If the extension request is granted, the USPTO must receive applicant’s response to this letter

within six months of the “Issue date” to avoid abandonment of the application.

Issue date: November 1, 2023
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How to respond. File aresponse form to this nonfinal Office action or file arequest form for an
extension of timeto filearesponse.

The referenced application has been reviewed by the assigned trademark examining attorney. Applicant
must respond timely and completely to the issue(s) below. 15 U.S.C. §1062(b); 37 C.F.R. §882.62(a),
2.65(a); TMEP §§711, 718.03.

SEARCH OF USPTO DATABASE OF MARKS (Advisory)

The trademark examining attorney has searched the USPTO database of registered and pending marks
and has found no conflicting marks that would bar registration under Trademark Act Section 2(d). 15
U.S.C. 81052(d); TMEP §704.02.

Applicant must respond to the requirement(s) set forth below.

DISCLAIMER REQUIRED

Applicant must disclaim the wording “INFOSEC " because it is merely descriptive of an ingredient,
quality, characteristic, function, feature, purpose, or use of applicant’s goods and/or services. See 15
U.S.C. 881052(e)(1), 1056(a); DuoProSS Meditech Corp. v. Inviro Med. Devices, Ltd., 695 F.3d 1247,
1251, 103 USPQ2d 1753, 1755 (Fed. Cir. 2012); TMEP 881213, 1213.03(a).

The term INFOSEC is short for " Information security" and "is the practice of protecting information
by mitigating information risks." See attached definitions. Here, the wording describes the services
which are in the field of information security or for information security. The Office has required the
disclaimer of other marks comprising of INFOSEC for similar goods or services. See attached U.S.
Registrations.

Applicant may respond to thisissue by submitting a disclaimer in the following format:
No claim ismadeto the exclusiveright to use“INFOSEC” apart from the mark as shown.

For an overview of disclaimers and instructions on how to provide one using the Trademark Electronic
Application System (TEAS), see the Disclaimer webpage.

A “disclamer” is a statement in the application record that an applicant does not claim exclusive rights
to an unregistrable component of the mark. See Schwar zkopf v. John H. Breck, Inc., 340 F.2d 978, 979-
80, 144 USPQ 433, 433 (C.C.P.A. 1965); TMEP 8§1213. A disclaimer does not physically remove the
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disclaimed matter from the mark or otherwise affect the appearance of the mark. See Schwar zkopf v.
John H. Breck, Inc., 340 F.2d at 979, 144 USPQ2d at 433; TMEP 81213.

If applicant does not provide the required disclaimer, the USPTO may refuse to register the entire mark.

See In re Stereotaxis Inc., 429 F.3d 1039, 1041, 77 USPQ2d 1087, 1089 (Fed. Cir. 2005); TMEP
§1213.01(b).

IDENTIFICATION AND CLASSIFICATION

Applicant has provided the following identification and classification of goods and/ or services in its
application:

International Class 042: We provide cybersecurity and compliance services such as pen testing, PCI
compliance, security awareness training, 1T security consulting service, etc

The identification of services is unacceptable as indefinite because it is too broad and could include
services in other international classes and must be clarified. See 37 C.F.R. 82.32(a)(6); TMEP
§81402.01, 1402.03. Applicant must amend the identification to specify the common commercial or
generic name of the services. See TMEP 81402.01. If the services have no common commercia or
generic name, applicant must describe or explain the nature of the services using clear and succinct
language. Seeid.

The wording “etc” in the identification of servicesis indefinite and must be clarified because it fails to
identify specific services. See TMEP 81402.03(a). Therefore, applicant must delete this indefinite
wording from the identification and specify the common commercial or generic name for these
Sservices.

In an identification, an applicant must use the common commercial or generic name for the services, be
specific and all-inclusive, and avoid using indefinite words or phrases. TMEP 881402.01, 1402.03(a).
Further, applicant may amend the identification to list only those items that are within the scope of the
services set forth in the initial application or as acceptably amended. See 37 C.F.R. 82.71(a); TMEP
881402.06 et seg., 1402.07. Scope is generally determined by the ordinary meaning of the wording in
theidentification. TMEP §1402.07(a).

The Trademark Act requires that a trademark or service mark application must include a “ specification
of ... the goods [or services]” in connection with which the mark is being used or will be used. 15
U.S.C. 81051(a)(2) (emphasis added), (b)(2) (emphasis added); see 15 U.S.C. 81053. Specifically, a
complete application must include a “list of the particular goods or services on or in connection with
which the applicant uses or intends to use the mark.” 37 C.F.R. 82.32(a)(6) (emphasis added). This
requirement for a specification of the particular goods and/or services applies to applications filed
under all statutory bases. See 15 U.S.C. §881051(a)(2), 1051(b)(2), 1053, 1126(d)-(e), 1141f; 37 C.F.R.
§2.32(a)(6); TMEP 881402.01, 1402.01(b)-(c).

The USPTO has the discretion to determine the degree of particularity needed to clearly identify goods
and/or services covered by a mark. In re SCPA Holding, 2021 USPQ2d 613, at *4 (TTAB 2021)
(quoting In re Omega SA, 494 F.3d 1362, 1365, 83 USPQ2d 1541, 1543-44 (Fed. Cir. 2007)).
Accordingly, the USPTO requires the description of goods and/or services in a U.S. application to be



specific, definite, clear, accurate, and concise. In re tapio GmbH, 2020 USPQ2d 11387, at *6 (TTAB
2020) (quoting In re Cordua Rests., Inc., 823 F.3d 594, 605, 118 USPQ2d 1632, 1639 (Fed. Cir.
2016)); TMEP §1402.01.

Applicant may adopt the following identification, if accurate:
» Training servicesin thefield of cybersecurity awareness (INT. CLASS 41)

» Data security consultancy; IT cybersecurity consulting service; Computer security consultancy to
identify security weaknesses and vulnerabilities across enterprises and to assist in remediating
any security deficiencies through penetration testing, payment card industry (PCI) compliance,
vulnerability assessments, password auditing, and cyberattack simulation (INT. CLASS 42)

Amendment of Classification Advisory: If applicant adopts the suggested amendment of the
identification of goods and/or services, then applicant must amend the classification to add
International Class(es) 41. See 37 C.F.R. §82.32(a)(7), 2.85; TMEP 88805, 1401.

Scope Advisory: Applicant’s goods and/or services may be clarified or limited, but may not be
expanded beyond those originally itemized in the application or as acceptably amended. See 37 C.F.R.
§2.71(a); TMEP 81402.06. Applicant may clarify or limit the identification by inserting qualifying
language or deleting items to result in a more specific identification; however, applicant may not
substitute different goods and/or services or add goods and/or services not found or encompassed by
those in the original application or as acceptably amended. See TMEP 81402.06(a)-(b). The scope of
the goods and/or services sets the outer limit for any changes to the identification and is generally
determined by the ordinary meaning of the wording in the identification. TMEP 881402.06(b),
1402.07(a)-(b). Any acceptable changes to the goods and/or services will further limit scope, and once
goods and/or services are deleted, they are not permitted to be reinserted. TMEP §1402.07(€).

For assistance with identifying and classifying goods and services in trademark applications, please see
the USPTO'’s online searchable U.S. Acceptable Identification of Goods and Services Manual. See
TMEP §1402.04.

MULTIPLE —CLASSAPPLICATION REQUIREMENTS

The application identifies goods and/or services in more than one international class; therefore,
applicant must satisfy all the requirements below for each international class based on Trademark Act
Section 1(b) :

(1) List the goods and/or services by their international class number in consecutive
numerical order, starting with the lowest numbered class.
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(2) Submit a filing fee for each international class not covered by the fee(s) already paid
(view the USPTO’s current fee schedule). The application identifies goods and/or services that
are classified in at least 2 classes, however, applicant submitted a fee(s) sufficient for only 1
class(es). Applicant must either submit the filing fees for the classes not covered by the
submitted fees or restrict the application to the number of classes covered by the fees aready
paid.

See 37 C.F.R. §2.86(a); TMEP §81403.01, 1403.02(C).

For an overview of the requirements for multiple-class application and how to satisfy the requirements
online using the Trademark Electronic Application System (TEAS) form, see the Multiple-class
Application webpage.

PERSONS WHO CAN SIGN RESPONSES — Advisory

Persons who can properly sign responses. If an applicant is not represented by a U.S.-licensed
attorney qualified under 37 C.F.R. 811.14, the response must be signed by the individual applicant or
someone with legal authority to bind a juristic applicant (e.g., a corporate officer or general partner).
See 37 C.F.R. 82.193(e)(2)(ii); TMEP 8611.03(b). In the case of joint applicants, all must sign. 37
C.F.R. 82.193(e)(2)(ii); TMEP 8611.06(a).

TMEP 8611.06(g) provides the following regarding signature by Limited Liability Company:

A limited liability company (“LLC”) has attributes of both a corporation and a partnership. See TMEP
8803.03(h) . Generally, a signatory identified as “manager,” “member,” “principal,” or “owner” may
be presumed to have the authority to sign on behalf of a domestic or foreign limited liability company.
In addition, anyone with a corporate-officer-type title, such as "President" or "Chief Executive
Officer," may sign.

If an applicant is represented by a U.S.-licensed attorney qualified under 37 C.F.R. 8§11.14, the attorney
must sign the response. 37 C.F.R. 82.193(e)(2)(i); TMEP 8611.03(b). The only attorneys who may sign
responses are (1) attorneys in good standing with a bar of the highest court of any U.S. state or territory,
or (2) Canadian trademark attorneys or agents reciprocally recognized by the USPTO’'s Office of
Enrollment and Discipline (OED) to represent applicants located in Canada and who are working under
a qualified U.S.-licensed attorney. See 37 C.F.R. §882.17(a), 11.14(a), (c), (e); TMEP 8602. Foreign
attorneys, other than recognized Canadian trademark attorneys or agents, do not have authority to sign
responses. See 37 C.F.R. 882.17(€e), 11.14(c)(1), (e); TMEP 8602.03-.03(a).

In al cases, the signer’ sfirst and last name and title or position must be specified immediately below or
adjacent to the signature. 37 C.F.R. §2.193(d); TMEP 8611.01(b).
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CLOSING

Because of the legal technicalities and strict deadlines of the trademark application process, applicant is
encouraged to hire a private attorney who specializes in trademark matters to assist in this process. See
Hiring a U.S.-licensed trademark attorney for more information. USPTO staff cannot provide legal
advice or statements about an applicant’s legal rights. TMEP 88705.02, 709.06. The assigned
trademark examining attorney can provide only limited assistance explaining the content of an Office
action and the application process. For general questions and status inquiries, please contact the
Trademark Assistance Center at (800) 786-9199. https://www.uspto.gov/learning-and-
resources/support-centers/trademark-assi stance-center

Informal communications may not be used to request advisory opinions as to the likelihood of
overcoming a substantive refusal. The examining attorney should advise the applicant to file a formal
response for consideration of arguments regarding any substantive refusal. TMEP §709.05. For a legal
opinion about any trademark matter, a party must consult a private trademark attorney. TMEP 8§1805.

Response guidelines. For this application to proceed, applicant must explicitly address each refusal
and/or requirement in this Office action. For a refusal, applicant may provide written arguments and
evidence against the refusal, and may have other response options if specified above. For a
requirement, applicant should set forth the changes or statements. Please see “Responding to Office
Actions’ and the informational video “Response to Office Action” for more information and tips on

responding.

NOTE: If applicant requires assistance navigating the online response form, applicant should contact
the Trademark Assistance Center at (800) 786-9199.

/Benji Paradewelai/

Trademark Examining Attorney
USPTO, Law Office 101

(571) 272-1658
Benji.Paradewelai @USPTO.GOV

RESPONSE GUIDANCE

* Missing the deadline for responding to this letter will cause the application to abandon. A
response or extension request must be received by the USPTO before 11:59 p.m. Eastern Time
of the last day of the response deadline. Trademark Electronic Application System (TEAYS)
system availability could affect an applicant’s ability to timely respond. For help resolving
technical issueswith TEAS, email TEA S@uspto.gov.
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» Responses signed by an unauthorized party are not accepted and can cause the application to
abandon. If applicant does not have an attorney, the response must be signed by the individua
applicant, al joint applicants, or someone with legal authority to bind a juristic applicant. If
applicant has an attorney, the response must be signed by the attorney.

* |If needed, find contact information for the supervisor of the office or unit listed in the
signature block.
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7165721

Hudson Infosec

Word Mark

Goods/Services

Register

Serial Number
Filing Date

Original Filing Basis
Current Filing Basis
Publication Date
Registration Number

Date Registered

Owner

Type of Mark

Mark Drawing Code
Disclaimer

Live Dead I ndicator

Status

HUDSON INFOSEC

IC 042 US 101 100

Technology consultation in the field of cyber security including conducting
cybersecurity auditing; cloud data migration services and software devel opment
related thereto.

PRINCIPAL
97248054
2022-02-01T00:00:00
1b

la

2022-12-20

7165721

2023-09-12

(REGISTRANT) Hudson Infosec LLC (LIMITED LIABILITY COMPANY;
NEW Y ORK); 1 Crestwood Blvd, Poughkeepsie, NEW Y ORK 12603,
UNITED STATES

SERVICE MARK

(4) STANDARD CHARACTER MARK
"INFOSEC"

LIVE

REGISTERED
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5696063

BERYLLIUM

e |nfoSec Collaborative e

Word Mark

Goods/Services

Register

Serial Number
Filing Date

Original Filing Basis
Current Filing Basis
Publication Date
Registration Number

Date Registered

BERYLLIUM INFOSEC COLLABORATIVE

IC 042 US 101 100

Consulting in the field of information technology; Computer security
consultancy in the field of scanning and penetration testing of computers and
networks to assess information security vulnerability; Computer services,
namely, acting as an application service provider in the field of information
management to host computer application software for the purpose of securing
company or US government sensitive but unclassified information; Computer
services, namely, cloud hosting provider services, Computer software
consulting; Development of security systems and contingency planning for
information systems; Development of customized software for othersfor usein
risk assessment, information security, business analysis, audit and audit
planning, and sales management; Information technology consulting services,
IT consulting services, Outsource service provider in the field of information
technology consulting; Providing a website that features technology that
enables the secure exchange of information by users; Software as a service
(SAAYS) sarvices, namely, hosting software for use by others for use in securely
storing, manipulating and transmitting sensitive information.; Technical
support services, namely, remote administration and management of in-house
and hosted datacenter devices, databases and software applications.

PRINCIPAL
88032349
2018-07-10T00:00:00
la

la

2018-12-25

5696063

2019-03-12



Owner

Type of Mark
Mark Drawing Code

Design Code

Description of Mark

Disclaimer
Live Dead I ndicator
Status

Attorney of Record

* (REGISTRANT) Beryllium, LLC (LIMITED LIABILITY COMPANY;
MINNESOTA); Suite 210, 715 Florida Ave S, Minneapolis, MINNESOTA
55426, UNITED STATES

* (LAST LISTED OWNER) BERYLLIUM INFOSEC, INC.
(CORPORATION; DELAWARE); 715 FLORIDA AVENUE S, SUITE 210,
MINNEAPOLIS, MINNESOTA 55426, UNITED STATES

SERVICE MARK
(3) DESIGN PLUSWORDS, LETTERS, AND/OR NUMBERS

260113, 260121, 261503

» The color(s) green, and dark blue is/are claimed as a feature of the mark.

» The mark consists of a green hexagonal outline surrounding the dark blue
capital letters, "BERYLLIUM". The base of the hexagonal outline is broken
by two dark blue nodes interrupted by the words, "InfoSec Collaborative" in
dark blue letters.

"INFOSEC" AND "COLLABORATIVE"
LIVE
REGISTERED

Craig Carpenter
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INfOSEC Short for “information security.” The term was primarily used in the military (INFOSEC) and migrated to

parlance. Also " Seei ion security
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cia This is Cyber Defense Magazine's seventh year of honoring InfoSec innovators
NSTISS! Cyber Defense Magazine Names PG Pitstop, Makers of PC Matic Pro, Market Leader in Malware Detection
Triad InfoSec can be complex and hard, but is always crucial
Wake up to securtty threats: Protecting your organization, its reputation and its confidential data fs of imperative
importance
Consequently, a major compenent of infosec is simply getting persennel to follow practices that they should be doing
already.
RED ALERT: EVOLVING CYBER ATTACKS ARE FORCING BUSINESSES TO STAY VIGILANT
The latest DOD Internet Services and Internet-based Capabiliies Instruction, DOD Instruction 8550.01, states that "DoD.
employees shall be educated and trained to conduct both organizational and individual communication effectively to deny
adversaries the opportunity to take advantage of information that may be inappropriately disseminated.” (21) Although
most technical threats posed by SNSs can be mitigated through the proper use of security measures already in place in
most Al Force networks that is perimeter defenses, firewalls, and so forth, information and operations security hinges
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InfoSeek ABC INFOSEC Assessment - Capability Maturity Model
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Flashcards & Bookmarks
information Security e protection of data against unauthorized access. Progiams and data can be sacured
by issuing passwards and digital certiicates to authorized users. However, passwards only validate that a correct number s fad e wao s WiH 0 O/G
has been entered, not that it s the actual person. Digital certficates and biometric techniques (fingerprints, eyes, voice. etc:)

provide a more secure method (see authentication). After a user has been authenticated, sensitive data can be encrypted to

prevent eavesdropping (see cryptography)

Please log in or register to use Flashcards and

Authorized Users Can Be the Most Dangerous

Although precautions can be taken to authenticate users, itis much more difficult to determine if an authorized employee is
doing somathing malicious. Someone may have valid access to an account for updating, but determining whether phony
numbers are being entered requires a great deal more processing. The bottom line is that effective security measures are
always a balance between technology and personnel management. See Parkerian hexad, information assurance,
security scan, security audit, audit trail, NCSC, ICSA, access control, share-level security, user-level security and
social engineering
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Access
Allowed

Facial Recognition

Facial recognition s one of the best ways to authenticate a person
This TrueFace system from Miros uses neural network technology
to distinguish a face with different appearances, such as with and
without glasses and chanaina hair styles. (Image courtesy of Miros.
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Assistant to President - Secretary of Defense Council Kassymov at the session said that the
security influences economic, social, poliical aspects and becomes a key element of national securlty of the country A
special attention was paid to the problem of spreading false information aimed at distabilizing the situation
Information secunty problems discussed in Kazakhstan
Nelor has previously spent a decade at Societe Generale (SocGen) (SOGN.PA) (OTC: SCGLY) (GLE FR), including most
recently as chief information security officer for the Americas region
Bank Leumi USA names chief information securty officer
In January 2018, Camelot received a new cycle of IS0-27001 security i which is
from 1 i security system around the standard

Camelot Information System - Camelot comprehensively improves [T service information security management system -

- 261472019

On this occasion, Shaikh Khalifa bin Ebrahim Al Khalifa, Chief Executive Officer of Bahrain Bourse, commented: Bahrain
Bourse was keen to join the Information Security program 'Thiqa' (Trust) as part of ts effeciive approach and
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From Wikipedia, the free encyclopedia

(Rediecieaiom Infosea)

Information security. somelimes shortened 1o InfoSec. s the practice of protecting information by mitigating information isks. Itis part of nformation
tisk management I I ypically invoives preventing or reducing the probabilty of unauthorized of inappropriate actess to daa or the unlavful use,
disclasure, disruption, delefion, comrugfion, modifcation, inspection. recording, or devaluation of information ! f also invalves actions intended to reduce
the adverse impacts of such incidents. Protected information may take any form, &.9. electronic or physical, tangible fe.0., papenwork), or intangitle (&.9.,
knowledge)." Information security's primary protection of data confidentiality, integrity, and availability (alse knovm as the "CIA"
triad) while maintaining a focus on efficient poicy implementation, l without hampering organization productivity " This is largely achieved through a
structured sk management process that involves:

« Identiying informalion and related assets, pus potential ihreats, winerabilties, and impacts
* Evaluating the risks

* Deciding how fo address or freat the risks. i.e . to avoid, mitigate. share. or accept them

® \Vhere risk mitigation is required. selecting or designing appropriate security controls and implementing them

« Monioring the aciities and making adjusiments as necessary fo address any issues, changes. of improvement opporiunies’™

fessionl ‘guidance, policies. and industry standards on passwords, arivinus
software, frewvalls, encryplion software, lega liabilty, seour
variety of laws and regulations that affect howr data is accessed, processed. stored. transerred, and destroyed "] However, the implementation of any
standards and guidance within an entity may have limited efiect f  cullure of confinual impravement is not adopted 1"

Definition (=st;

Variaus ity are

1. “Preservation of confidentiaity integrity and availabilty of information. Nate: In adition, other
properies, such as authenticily, accountabilty, on-repudiation and reliatily can also be:
invalved " (ISO/IEC 27000.2018) ™

3 information tems access. use.
disclosure, disruption, medifcation, o destuction in order fo pravide confidentiaity. ntegriy,
and availabifty.” (CNSS, 2010)1)

3 "Ensures that only autharized users (confidentaly) have access lo accurate and complete

' ACA, 2008

4 "Information Seeurty i the process of protecing the intellectual property of an organisation”
(Pipkin, 2000)°%

5., Information seeurity is 2 risk management discipline, whose job is to manage the cost of
information risk to the business.” (McDermatt and Gesr, 2001)1'7

6 "Awellinformed sense of assurance that informatian risks and controls are in balance.” Information Security Atvibutes or gualiies. 51
(Anderson, J., 200351 e, Confisentsiy. Integity and Avsiabiity (CIA)

7. "Information security is the protection of information and minimizes the risk of exposing o By A O M

2 portons, harduare, software and communications
information to unauthorized paries.” (Venter and Eloff 2003/ %1 el e o el ety nd gty
. format

& “Information Securty area of stucy and E indusry =

machanisms of protecten and praventen, 3t hse

concemed vih the developmen and impiententation ofsecury mechanisms of al avalabls | [T 11S B e S w Ty

types (technical, human-criented 9 to inalits | gy L Ssealby o e o alties

in and outsice the s perimeter) and, consequeny, information art implemented t el sdmiisyetors, user and
systoms et icaton's rated prosse,Sored. arated ey, fom | S22 14 e e it
thrcats. i i systems may e and @ s
be dofined for ofthreats. '] A setof securiy

goals. identified 3 3 result of a threat analysis, should be revised periodicaly to ensure s adequacy and confonmance with the evalving
environment %2 The currently relevant set of security goals may include: confidentisity, integrity, svailsbiity, prvacy, suthenticty & rustworthine:
sccountabilty * (Cherdantseva and Hilon, 2013141

9. Informaticn and ing information systems or
books from unauhorized access, damage, Inefl or desiruction {KLurase and Ross, 2010) 241

Overview s

Atthe core of information security is information assurance, the act of maintaining the confidentiality, integrity. and availabily (CLA) of information, ensuring
that information is nol compromised in any way when crlical issues arise. | These issues include bul are not imited fo natural disasters, computer/server
maffunction, and physical thefl. While paper-based business operations are stil prevalent. requiring their own set of information security practices,

being emphasized 510 by information technoicay

Create account Log in
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Ty security specialists. These specialists apply information security 1o fechnology (most often same form of camputer system). itis worthwhile to note that
2 computer does nol necessarily mean a home desilop "] A computer is any device with a processar and some memery. Such devices can range from
non-netvorked standalone devices a5 simple as caleulators. 0 nefworked mobile compuling devices such as smarfphones and tablet computers. 1 IT
security specialists are almost always found in any major enterprisslestabiishment due to the nature and valus of e data within larger businesses
They are c2eping 2l the compar i attacks that ofien crtcal private
information or gain control ofthe inteml systems 2051

‘The field of information security has grown and evolved significantly in recent years ** It offers many areas for specialization, including securing neturorks.

and security testing, information systems auditing, business continuity pianning, electronic
record discovery, and digital forensics.| “ Information security professionals are very stable in their employment **! As of 2013 more than 80
percent of professionals had no change in empioyer or employment over a period of a year. and the number of professionais is projected fo confinuously.
grow more than 11 percent annually from 2014 o 2019 11

Threats =it

—

Information security threats come in many diferent forms ”5I°¢] Some of the most common threats foday are saftware attacks, thefl of intellectual property.
theft of idenity, theft of cquipment or information, sabotage, and information extortion I¥/1°1 Viruses 1 worms, phishing aftacks, and Trojan horses are a
fow common examples of software altacks. The thefl of inteliectual property has also been an extensive issus for many businesses in the information
technology (IT) field " Identity theft is the attempt to act that. £ informz
‘access to vital information thraugh social enginzering 7121 Thet of equipment of informatian is becoming mare- prevalent today dus to the fact that most
devices today are maile,** are prone to theft and have also become far more desirable 3s the amount of data capacity increases. Sabotage usually
consists of the destruction of an organization's website in an attempt to cause loss of confidence on the part of ts customers. **/ Information extortion
consists of theft of a company's propety or information a5 an attempt to receive a payment in exehange for retuming the informaton or property back fo fts
owmer, 35 with ransomware | There are many ways to help protect yourself from some of these aitacks but one of the most funciional precautions is
conduct periodical user awareness ** The number one threatto any organisation are users or intemal employees. they are also called insicer threats

Governments, miltary, corporations. financial insituions, hospitals, nor-profit organisaions, and privals businesses amass a great deal of Goniidenial
information abouttheir employess, customers, products, research, and financial status. “* Should confidential nformation about a business's customers or
finances or new product i all into the hands of 2 competitor or 2 biack hat hacker, a business and fs customers coukd suffer widespread, imeparable
financialloss, as vl 25 damage to the company's reputation ' From 2 business perspectve, information securty must be balanced against cost the
‘Gordon-Loeh Mode! provides a mathematical economic approach for addressing this concer 1

For the individual h: on privacy, which is viewed in various cultures ']

Responses tothreats (=]

Possible respanses fo a security threal or sk are ™7

. and o block threats

* assigniransfer - place the cost of the threat onto another entity or organization such as purchasing insurance or outsourcing

® zccept —evaluate if the cost of the the possible cost of =2

History [es1

Sines the sary days mitary commanders turss necessary fo pravide soms mechanism to protect the

confidentialty of comrespondence an to have some means of defecting tampering [+ Juus Cassar is eracited with the invention of e Cassar cipher ¢.
50B.C., which vias Created in order 1o prevent his secret messages fom being read should a message fall nto the wrong hands (55 However, for the most
Dart protection was achieved through the appiication of procecural handling controis **157) Sensitie information was marked up to indicate that it should
be protected and transparted guarded and stored in or strang box 11 As postal semvices expanded, govemments
created official organizations o infercept. decipher, read, and reseal letiers (¢.9., the U.K s Secret Office. founded in 1653°°1).

Inthe micnineteenth century more complex joped fo manage their information according fo the
degree of sensitivity I°”! For example, the British this, of the Offcial Secrets Actin 1689.°
Section 1 af uniauiul disci finformation, uile Section 2 dealt with breaches of offiial trust 2] A pubiicinterest

defense was soon added fo defend disclosures in the interes! of e state % A similar law was passed in India in 1839, The Indian Official Secrets Aef,
which was associated vith the British colonial era and used to crack down on newspapers that apposed the Rajs poicies ™ A newer version was passed
i 1923 that extended to all matters of confidentialor secret information for governance 1°% By the time of the First orid War, multtier classification

o © fronts v use of code making and breaking sections in
diplomatic. it o 4] Encoding bet i between the wars as machines were employed {o scramble and unscramble:
information 71

npufer ses of The need for such appeared during W 11541 The volume of
imformation shared by the Alied countries during the Second Viorid War necessitated formal alignment of classification systems and procedural controls %1
An arcane range of markings evolved to indicate who could handle documents (usually officers rather than enlisted troops} and where they should be
stored as increasingly complex: safes and storage facilifes 4 he Germans 1o encrypt the:
ata of warfare and uias successfully decrypted by Alan Turing, can be regarded as a sirking example of creating and using secured information.”

o property, and it was the failure to follow these procedures which led o some of the greatest

iteligence coups of the viar fe.g., the capture of U-5701" )

Various Mainframe computers were connected online during the Cold War to lete tasks, ti easier than
maling magnetic tapes back and forth by compuer centers. As such, the Advanced Research Projects Agency (ARPA), of the United States Department of
Defense, started researcring the feasibiity of a netvorked to within the Urited Stat orces. In 1968,
Ihe ARPANET projeet was formulated by Dr. Larry Roberls, which viould ater evolve info uhat i known as the infemel. 1

iInerabiiity of

In 173, important elements of ARPANET securiy were found by infemet pioneer R¢

obert Mstcale 1o have many flavs such as the: "
i for i

ang igentification and
lack of controls and safeguards o keep data safe ffom Lnauthorized access. Hackers had effortiess access to ARPANET, as phone numbers were knovn
by the public. ") Due o these problems, coupled with the constant violation of camputer security, as wel as fhe exponential increase in the aumber of

bt A renre f the sustam "nhun soesbat iz aflan lhided fn 2 nehon incenrt® 13
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and the ealy f the twenty api ‘computing hardware and

software. and data encryption | The availability of smaller. more powerful, and le data processing

within the reach of small business and home users "/ “Transfer Gontrol (TCPIIP) in the early 19605
types of computers e

The rapid growth and widespread use of slectronic data processing and elecironic business conducted through the infernet, along with numerous
erorism, rocess, and

and information assurance emerged along with mumerous professional organizations, al

sharing fhe common goals of ensuring the securiy and reliabiy of information sysems /54

transmit 75 The academic discipines of computer secur

Basic principles [t

Key concepts (=t

The "GIA" triad of cornfidentiaility, integrity, and avalabilty is at the heart of information security.!

triad- fidentiality, integrity. and ilability
interchangeably referred toin the literature as security attibutes, properties, security goals,
fundamental aspects, information critenia. criical information characteristics and basic building
blocks 71 However, debate continues about whether or ot this fiad i suficien to address rapidy
changing technology and with expanding on the
intersections befvreen availabilly and confidentiafy, as wel as he relalionship befvieen securily and
privacy“ Other 2s "accountabilty” have sometimes been proposed  has been
poined out inalissues such ot it wel vithin the

The friad seems fo have first been mentioned in a NIST publication in 1977
In 1992 and revised in 2002, the OECD's Guidefines for the Security of information Systems and
Netwonks*] propased the nine generally accepted principles: awareness, responsitilty response,
efhics, democracy. risk assessment, secury design and implementalion, secuiity management, and
reassessment 74! Building upon those, in 2004 the NIST's Engineering Principles for Informstion

Technology Securty’" progosed 33 principles. From each of these deived guideines and praciices
In 1995, Donn Parker proposed an alteratve mode! for the classic “CIA” friad that he called the six Euph BHUMATENEH, CONQAT,
atomic elements of information. The: elements are confidentiality, possession, integrity, authenticity HA “NROCAYWKE" CYNOETAT
availability. and ufility. The merits of the Parkerian Hexad are a subject of debate amongst security
professionals. "%

Poster prometing information secutiy by the £
Russian inisty of Defence.

In 2011, The Open Group y 0131 This
standard proposed an aperational f security
* , related to (9). availabiity (3), data qualty (1), compiance, and technical (4). In 2009, DoD Sofware Protection

Inifiative > Archivedc? 2016-09-25 af the Wayback Machine released the Thiee Tenets of Gybersecurty  Archi
wihich are System Susceplibilty, Access tothe Flaw, and Capability to Exploitthe Fiav "

20200510 at the Wayback Machine
#1791 Neither of these models are widely adopied

Confidentiality [=1)

In information secury, confidentialty s the property. thatinformation is not made available or disciosed to unauthorized individuals, entites, or
processes “#4] While similar to privacy," the two words are not inferchangeable. Rather, confidentiaityis 2 component of privacy that implements o
protect of being compromised include Iaptop thet password theft, or
sensitive emails being sent to the incorrect individuals

Integrity [=di]
In T securty, data integrity means maintaining and assuring the accuracy and completeness of data overits ente lifecycle ) This means that data
cannot be modifid in an unauthorized or undietected manner 4l This is ot the same thing as referential integrty in databases, although 1 can be viewed
25 2 special case of consistency as understood i the classic ACID model of transaction processing [ Information security systems typically incorporate
controls to ensure their ovn integrity, in partiular protecting the kemed or core functions against both deliverate and accidental threats 1 Mult-purpose
and multuser computer sysiems aim {0 comparimentalize the data and processing such fhat no user or process can adversely impact ancther. the
controls may ot succeed however, as we see in incidents such as mahware infections, hacks. data theft, fraud, and privacy breaches 1]

Mors broadly,integeity is an information seurity principke thatinvolves human'sosial, process. and Gommersialintsgrity, as wel as dataintegrty. As such it
toushes on aspects such as creditilty, consistency, truthfulness, completeness, accuracy, imefiness, and assurance !

ty [eon]
purpose, must be itis needed [ fo store
the security controls and 1o access it must be i
systems aim o remain times, preven o poier outages, harcware faiures, and sysiem

upgrades
essentially forcing

Enstiring availabilfy also involves prevening derial-of service aitacks, such as a flood of incoming messages fo fhe targef system.
1o shut down 177!

I the reaim of infarmation security, availabity can often be vievied 25 ane of the
53450 Utimately end-users need 1o be able to perfom [ob funciions; by ensuring avalabilty an organization i able to perform 10 the standards that

an organization's pect 1) This can p the abity to hared crives.

and the abilty to send emals. | Executives oflentimes 60 not understand the fechnical sde of information secuity and look at avaiabilty as an easy fix

DUt this often requires collaboration from many diferent organizational teams, such as network operations, development operations. incident response, and
policyichange management **% A successful infonmation securty team involves many different key roles to mesh and align for the "CIA” tiad to be
provided efectively "¢

Non-repudiation | =i |
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received a transaction. nor can the ofher party deny having sent  transaction '

Itis vihile technology such h hic syste can st iati at its core a legal concept
transcending the reaim of technology. " It is not, for instance, sufficient to show that the message matches a digital signature signed with the sender's
private key, and thus. only the sender could have sent the Message, and nobody else could have atered it in ransit (data integrty) 5 Th alleged sender
could in that the wuinerable or flaved. o allege or prove that his signing key has been compromised. "

The fauit for ormay not and such assertions may or may not relieve the sender of iabify, but the asserion would
invaidate fhe claim that the signafure necessariy proves aulhenficity and infegriy. As such, the sender may repudiate Tne message (because aulheniiity
and integrity are pre-requisites for non-repudiation)." "'

Risk [=at]

Main srticle: Risk management

Broady spesking, riskis the ikeiiood that something bad wil happen 1hai causes harm fo an informational asset (or he [oss of he asse) "/ 4

iy is a weakness that o an informational asset A threat is anything (man-made or act of nature) that
hasthe potentialto Gause harm."'*I The likelihood that a threat will use a vulnerabiity to Gause harm creates a fisk. When a threat does use a vulnerabilty
to nfict harm, it has an impact"* In the context ofinformation security, the impactis @ loss of availabilty, integrity, and confidentialty, and possibly other
losses (lost income, loss oflfe. loss of real property) '

The Certifed Informstion s (cisa) Re 2006 defines ri 2"t f identitying vuinerabilies and threals
to 20 by fion in achieving ¥ and deciding "t any, to
skt 10 an acceptable level, based on the value of the information resource o the organization. "'

‘There are two things in this definiion that may need some clarification. First.the procsss of risk management is an ongoing, iteraive process. It must be

repeated indefinitely. The E ging and new threals and day!""* Second, the choics of
(centrols) used to manag balance between productivty, cost, efiectiveness ef the countermeasure, and the value of

the informational assel being profected. , these p ity breaches are generally rare and emerge in a
specific contexd which may not be easiy duplicated 7] Thus, any process and 21 s not
possible o igentry ai risks, nor is i possible o eliminate al risk. The remaining risk is called “residual risk.
Arisk aut by 2 team of knoviedge of speciic areas of the business [l Membership of the team may vary over
time as difierent parts of the business are assessed ™/ The wea a on informed opinion or where.
reliable dollar figures and historicalinformaion s availabl, the analysis may use quantiiive analysis.

hown that in mast Z aperator, designes, or ether human.” ' The ISOIEC
27002:2005 Code of prastics for information security management recommends the follawing be examined during a isk assessment
* securty poicy,
* organization of information securiy
® asset management,
® human resources securty.
* physical and enviranmental securty,
* communications and aperafions management,
* access control
« information systems acquisiion, development.and mainienance,

® information security incident management,
* business confinui

management
* regulatory compliance.

In broad terms, the risk management process consists of.
1. dentifcation of assets and estimating heir value. Include: pecpl, buildings, hardware, software, data (elecironic, pit, cther), suppiies 17
2. Conduct 2 threat assessment. Include: Acts of nature, acts of war, accidents, malicious inating fiom insice or outside
3. Conduct a vulnerability assessment. and for each vulnerability, calculate the probability that it will be exploited. Evaluate policies, procedures,

‘standards, training, physical securty, quality control, teshnical security 120

4 Caloulale the impac fhat each fhreal viould have on each assel. Use qualitative analysis or quaniitaiive analysis.””|
5. Identify, select and implement appropriae conirols. Provide a propertional respense. Consider productivity, cost effectiveness, and value of the
asset 1197
3 Ensure the required cost effective protection without discemible loss of
productivty 37
For any given risk. management can choose to accept the risk based upor value of the asset, of cceunence, and
the relative iow impact on the business I Or. leadership may risk by selecting and implementir measures to

reduce the risk In some cases, the risk can be transfemed to another business by buying insurance or oulsourcing to another business "%/ The reality of
Some risks may be dispued. In such cases leadership may choose to deny the risk/"*“]

Security controls (sa)
Mainartice: sscurty corfrois

Selecting and implementing controls wil initially help bing down 1'57] Gontrol

follow and should be based on the risk assessment ¥/ Controls can vary in nature; but fundamentally they are ways of protecting the confdentialty.
imtegriy or avalabilty of information. |SOIEC 27001 has defined contrals in different areas.” ] Organizations can implement additional conrofs according
to 11497 |SOAIEC 27002 offe information secuity standards.

Administrative [=3t]

of approved vitien poiicies, procedures, standards, and guidelines. Administrative controls
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operaiions are to be conducted Laws created by s a type of they inform the
business." Some indusly seclors have poficies, procedures, standards, and must be followed — G

‘Securty Standard! ' (PCI DSS) required by Visa and MasterCard is such an example. Other examples of administrative controls include the corporate
‘security paliey, password policy, hiring policies, and discipiinary poicies '

Administrative controls form the basis for the selection of logical Logical
‘manifestations of administrafive controls. which are of paramount importance (%)

Logical [edt)

Logieal controls (aisa called technical controls) use software and data to monitor and control aceess to information and computing systems (5707
Passuords, network and host-based frevials, network accsss control ists, examples of ogical
controls 114

An important Is frequently least privilege. which requires that an individual, program or system process not

be granted any more access pivileges than are necessary to perfom the task.**7| A blatant example of the failure to adhere to the principle of least
privilege is logging into Windows as user Administrator to read email and surf the web. Violations of this principle can also oceur when an individual collects
additional access priviieges over time (%) This happe: /job duties changs, empl oted o a new position, or employees
are transferred to another depariment. " The aceess privileges required by their new dulies are frequently added onto their already eaisting access
privileges, which may ne longer be necessary or appropriate. (!>

Physical [zt]

monitor and control of the work place. faciities "' They also monitor and control access to and from
such faciities and include:doors, locks, heating and air condtioning, smoke and fire alams, fire suppression systems. cameras, bamicades, fencing,
security guards, cable locks, et Separating the netork areas are also 1152

An important physical coniral that is frequently overiooked is separation of dufies, which ensures that an indvidual can not complete a crifical Lask by
himsef 15 For example, an empl areq alsa be able to authorize payment or printthe check />4l An
‘applications programmer should not also be the server administrafor or the database administrator; these roles and responsibiliies must be separated from
one another

Defense in depth [=]
Meain arice: Defense in de

(computing)
Information security must protect information throughaut s Hespan, rom the infialcreation of he
information on fhrough o the final disposal of he information 1'% The information must be protecied
it in motion and vivile a rest. During s ffetime, information may pass thiough many difierent
information processing systerms and through many Giferent parts of informaton processing

systems 171 T the informaton sysi

threatened. To fully protect the infarmation during its lifetime, each companent of the infomation

The building up, layering on. and
overiapping of security measures is called "defense in depth. In contrast to a metal chain, which
is famously only 25 sirong as it veakest lnk,the defense in depth siralegy aims at a stucture here,
should one defensive measurs fai, other measures wil continue to provide protection 101

Recall the earlier ciscussion about administrative controis, logical controls, and physical cantrols, The
three types of controls can be used 1o form the basis upon which ta build 3 efense in Gepth
strateagy.""““| With this approach. defense in depth can be concsplualized as three distinct layers or The onion modl of defense i depth a
planes laid one on top of the other "> Addiional insightinto defense in depth can be gained by

thinking of t as forming the layers of an cnion, with data at the:core of the orion, people the next outer

layer ofthe onion, and network security, hostbased securty, and application security forming ofthe i
equally valid, and each insight into f s

Classification [=dt]

An important aspect of informalion security and risk t i of information and defining appropriate procedures and
Brolection requirements for the i 7540 Not al and 5o not allinformation requires the same degres of protection.’ "l This
requires information ta be assigned a sseurity lassifiation (1561 The first step in information a gement as

the oumer of the partcular information to be classiied. Next, develop a classifieation palicy !*/| The poliy shoul describe the cifferent classifcation
Iaels, defin the crtera for informaton to b assigned 3 paricular label, and fist the required securiy conlrols for each ciassiication

classification i be assigned include how much value that information has to the organization, how old
the information is and whether or not the informaion has become obsolete.!"%%! Laws and alher regulatory requirements are also important considerations
when ciassifying information. "% The Information Sysi dit and Control i ) and it Information Securty also

serves as a tool for security professionals to examine security from a systems perspective. creating an environment where security can be managed
holistically, alloving actual risks fo be addressed. '’

The type of information securiy classifation labels selected and used will depend on the nature ofthe orgarization, with examples being{'*

« In the business sector, labels such as: Pubic, Sensilve, Private, Confideriial,

* In the government sector, labels such as: Unclassified, Unofficial, Profected. Confidential. Secret, Top Secret. and their non-English equivalents.”
* In cross-sectoral formations. the Traffic Light Protocol, which consists of. White, Green, Amber, and Red.

* In the personal sector, one labe! such as Financial. This includes managing money, e
All employees in ization, as well as by rtr must be frained on if he and
and handling procedures for each classification. The classification of a particular information asset that has been assigned should be reviewed
periodically to ensure the classification is still appropriate for the information and to ensure the security controls required by the classification are in place:
and are followed in their right procedures.
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Access control {=si]
Access to protected information must be restricted to peopls who are suthorized to access the information |75 The computer programs, and in many.
cases the compulers fhat process the informalion, mus! also be authorized 177 This requires be the access o
protected information {177 The sophistication of the access control mechanisms should be in parity with the value of the information being protected; the.
‘more sensitive or valuable the information the sironger the control mechanisms need to be '™ The foundation on which access control mechanisms are.
built start with identification and authentication ' 7!

an

Access control is generally considered in three sieps: identifcation. authentication. and authorization.

Identification [ et

Identicaion i an asserton of who someane i or wuhat something s 1 a persan makes the statement "Hello, my name is John Doe” they are making a
ciaim of wh they are. "] However,their cizim may ar may not be true. Before John Doe can be granted access o protected information vl be
necessary to verify that the person claiming to be John Doe really is John Doe.|* Typically the claim is in the form of a usemame. By entering that

username you are claiming "l am the person the usemame belongs lo” (]

Authentication {sit]

is the act of verifying Vihen John D¢ 5.3 bank to make 2 witharawal, he tells the bank teller he is John Dos, 3
claim of identity. "% The bankfeller asks to e 3 photo 1D, 56 he hands the taller s drivers license ['%51 The bank teller checks the ficense to maks sure
fthas John Doe printed on it and compares the photograph on the license against the person claiming fo be John Doe "%l If the photo and name match
the person, then the tefler has authenticated that John Doe is wha he claimed to be. Simiary, by entering the carmect password. the user is providing
evidence that hefshe s the person the usemname belongs to "7

There are three different types of information that can be used for authentication:!'**
 Something you know: things such a5 a PIN, a password, or your mother's maiden namel"%1 %1

* Something you have: a driver's license or a magnetic swipe cardl' <2119

o Someting you are- iometrics,inclucing paim prints, fngerprint, voioe pints, and retin (eye) scans'

Strong authentication requires providing more-than one type of (twotactor [105) the most
‘common form af identification on computer systems today and the password is the most common form of authentication ' Usemames and passwords
have served their purpose, but they are increasingly inadequate ['*7I L are slonly being repi more
sophisticated authentication mechanisms such as Time-based One-time Password algorihms [ *
Authorization [24¢]
After a person. program of computer identiied and then it they are
permitted what i (run, view create. delete, or change).""*| This is called authorization. Authorization to
access infomation and other computing servies begin vith acmiisttiv polcies and procedures " The polcies presciibe hatnformaton and
compuling services can be accessed, by whom, and undes The these
policies. "' Diferent compuling systems are equipped vith different kinds of access confrol mechanisms. Some may even offer a choice of different
mechanisms. ‘mechanism a system offers wil be based upon ane of three approaches to access cantral, or it may

be derved froma cambination of the three approaches 171

h consoidales 2l under a centraiized “I The access to information and olher resources is
usually based on the individuals function (role) in the organization or the tasks the indivicual must perform . *17°%] The discretionary approach gives the

creator or oumer of the information resource the ability to control access to those resources. % Inthemendtory access contol approach, acess s

granted or denied basing upon the security classification assigned fo the information resource
Examples of common access control mechanisms in use today include role-based
‘systems; simple file permissions provided in the UNIX and Windows operating systems;”*% Group Policy Objects provided in Windows network systems;
and Kerberos, RADIUS, TACACS. and the simple sccess lists used in many freuials and rocters 07

o be effective, poiicies and oiher security controls and upheld. that peopk their
‘actions "I The U 5. Treasury's guidelines for systems processing sensitive or proprietary informalion, for example, states that al failed and successful
‘authentication and access atiempts must be logged, and all access to information must leave: some type of audt trail

Aiso, the. nam o-knowr Dnmwls ‘meeds fo be in effect when falking about access control. This Dnnc\ﬁla gives access rights to a person fo perform their job
functions 27 in when dealing with different departments
have a top-secret clearance, they must have a need-fo-know in order for information to be exchanged. Within the need-to-know principle, nefwork
cmiristrators grant he employee the least amount of privilege to prevent emplojees from accessing more than what they are sugposed fo 17 Needto-
Know helps to enforce the confidentiality-integrity-availabilty triad. Need-to-know directly impacts the confidential area of the friac 131

Cryptography [ sst!
Main article: Cryptography

cryptography to into 2 fom that renders it unusable by anyone other than an autharized user; this
process s calld encyption  Infomtion tha has bsen sncypted rsncered Unusable) can b Yansfomes back in s origna usabe form by an
authorized user who possesses he through: = Cryplography is toprotect

imformation from unauthorized or accidental disclosure while the information i in transit (sither siectronically or physically) and whie information is in
storage

Cryptography provides information security with other useful applications as wel, including improved authentication methods, message digests. digital
signatures, non-repudiation, and encrypled nehvork communications " Older. less secure applications such as Teinef and File Transfer Prologal (FTP)
are sloviy being replaced vith more secure applications such as Secure Shell (SSH) thal use encrypled network communications. ™' Vireless
‘communications can be encrypted using protocals such a8 VIPAVPAZ arthe ider (and less secure) WEP. Wired communications (such as [TU-T G.hnj
are secured using AES for encryption and X. 1035 for authentication and key exehange. =/ Software appicaions such as GnuPG or PGP can be used to
encrypt data fles and email
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i s via — AV 1N G G U 1 S HRAYARAL T
also an important consideration.*%] A key thal is weak or oo short will produce weak encryption.” The keys used for encryplion and decryption must be
protected vith the rige I They must be protectsd from unauthorized disclosure and destruction,
and they musi be available when needed <] Putic key nfiastructure (PKI) solufions address many of the problems that suround key management °7

Process (=]

The terms "reasonable and prudent person”, "dus care". and "due diligence” have besn used in the felds of finance, securities, and law for many years
recent years these terms have found their wiay into the fieids of computing and information securty. " U.S. Federal Sentencing Guideiines now make it

9 care information systems. 25
In the business world, stockholders, customers, business partners, have the coporate in
‘accorgance with accep practices, Iaws and other reg; a This is often descrioed as the 'reasonable

2nd prudent person’ rule. A prudent person takes dus care to ensure that everything necessary is done to perate the business by sound business.
principles and in a legal, ethical manner. 4 prudent person is aiso diligent (mindful, atientive. ongoing) in their due care of the business.

In fhe fiekd of i Hanis!"“#] offers the itions of due care and due diligence:

*Dus care are steps that are taken to show that a company has taken responsibiity for the activitics that take place within the corporation ard.
has taken the necessary steps to hal its resources, 22 ar the] ‘cortinual
sciiviies that mate sure maintsined

Aftention should be made to two impartant points in these definiticns, 2! First in due care. steps are taken fo show: this means that the steps can be
verified, measured, or even produce fangible arfifacts.”*'17*%] Second, in due diligence, there are confinual activities; this means that people are actually
doing things to monitor and maintain the protecion meshanisms, and these achiies are ongoing.”

Organizations have a responsibiity securty The Duty of (DocRAJE
provides prncipies and practces for evaluating risk It considers al parties that could be afiecteq by hose risks %/ DOCRA helps evaluate safeguards
ifhey are appropriate in protecting others from harm o1 breach tigation

balance secuity confrols, compliznce, and s mission

Security govemance (=t
See aiso: Inormstion Securiy Govemance

The Softviare Enginesring Institute at Camegie Mellon University, in a publication itied Governing for Enterprise Secuty

An enterprise-vids issue

Leaders are accountable

Viewed as a business requirement

Risk-based

Roles responsitiliies, and segregation of duties defined
Addressed and enforced in poicy

~Adequate resources commitied

Staf aware and trained

A development ife cycle requirement
Planned, managed, measurable. and measured
* Revieved and audited

Incident response plans zci]

4, Thi= s=cton needs expansion You can help
5 by sdding to & (January 2015

A incident response plan (IRR) is a group of policies that dictate an organizations reaction to 3 cyber attack. Once an securty breach has been idenified
for example by Network Infrusion Defection System (NIDS) or Hosi-Based Infrusion Detection System (HIDS) (i configured fo do 50y, the plan is
initiated.*" It is important fo note fions to 2 data breach. local and federal lavs s erifical. ** | Every plan is uniaue:
o the needs of and tcan ot part of an IT team
Blan to help navigate legal implications 1o a data breach (75007 7=ed<d]

ple, 2 laviyer may be included in the response

s mentioned above every pian is unique but most plans will include the following

Preparation [ =it |

Good preparation includes the development of an Incident Response Team (IRT) %) Skills need to be used by this team would be. peneration testing
‘computer forensics. nehwork security, efc./“*% This team should also keep track of frends in cybersecurity and modem altack sirategies. *! Alraining
program for end users is important as well as most modem attack sirafegies target users on the nefwork,

Identification [ ecit]

This part of fthere was a security event **7| inen an end user reports information or an admin notices irreguiarities,
an invesiigation is launched. An incident log is  crucial part of this step ™I All of the mermbers of the team should be updating this 1og to ensure that
information flowss s fast as possible /117 has been idenified that a security breach has occurred the next step shauld be activated I/

Containment [ =si]
Inthis phase, the IRT works to isolate the areas that the breach took place to imit he scope of the Securty event /7 During this phase itis important to

preserve information forensically so it ¢an be analyzed later in the process. 57 be as simple as phys senver room or
2s complex as segmenting a network to not aliow the spread of a virus %"
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“This is where the threat that was identified is removed from the affected systems 23] This could include deleting malicious fles, terminating compromised

ccounts, or delefing other components (75577351 Some events do not r2quire ths step. however s Important to fully understand the event before maving
1o this step 7 This il help o ensure thattne threst is compietely removed '

Recovery (=si]

This stage is back fo tion.">” This stage could include the recovery of data, changing user access
information, or updating firewall ules or policies to prevent a breach i the future. %5%120°1 Without executing this step, the system could st be vulnerable
to future security threats

Lessons Learned [ et |

In i that has been ing thi is used fo make future decisions on security.
future events are prevented. Using this information to further train admins-is
that is distributed from ofher entiies who have experienced a security event ="

This stepis crusial to the ensure that
alfo the process % This step can also be used to prooess inform:

Change management (=]
Main article: Ghange Management (ITSM)

Change management is a formal process for directing and controlling alterations to the information processing environment 741 This includes
alteralions to desklop computers, the nebwork, servers, and software. "l The objectives of change management are to reduce the fisks posed by changes
o the information processing environment and improve the siabily and reliabilty of the processing environment as changes are made.” It is not the

objective of o changes from 2
any processing element of sk 7 ple ch have unexpected
effects ©7"] One of management's many responsibiiies is the management o risk /17| Ghange management is a ool for managing e risks

introduced by changes to the information processing environment 7| Part of the change management process ensures that changes are not
implemented at inopp iimes when th ical b i ith other

implemented 7751

Nt every changs needs to be managed./“ 7| Some kinds of changes are a part of the everyday routine of information processing and adhere fo.2

level of risk fo the pi 9 Crealing a new user account or deploying a new deskiop.
‘computer are exampies of changes that do not generall require change management 7%l However, relocating user file shares. or upgrading the Email
server pose amuch figher level of risk 10 1he processing environment and are not a normal everyday activity %54 The eritical first steps in change.

) and (b} defining the scope of the change system. ™

21 securty, networking,

Ghange management is usually overseen by a change review board composed of representatives from key business areas
%) The fasks of the change review board

systems adminisirators, database adminisirafion, appiicafion developers, deskiop support, and the help desk
can be fasiltated vith the uss of ool @ ity of

o board is fo ensure.
documented change management procedures are follored. "l The changs management process is as follows'

* Request: Anyone can request a change.”*/1%% The person making the changs request may or may et be the same person that perfomms the

analysis or implements the change areq e, it may undergo a pr the requested
change is compatible with the organizations business model and practices, and of 1
change 21

* Approve: Managsment runs the business and controls the allecation of resources therefore, management must approve fequests for changes and
3ssign a pririy for every change (757 Management might choose to reject 2 equestif the change s not the
industry standards or best pracices 2912241 Wanagement might aiso choose to reject a change request f the change requires more resources than

can be allocated for the change 1

Plan: Planning a change involves discovering the scope and impact of the propased change; analyzing the complexity of the change; alocation of
resources and, developing, tesfing, and documenting both implementation and back-out plans. %] Need to define the erteria on which a decision o
back out will be made

Test: Every change must be tested in 2 safe test environment, which elosely reflects the actual production environment, before the change is appiied to
the production environment 128 The backout pian must aiso be tested |

' of changes by date for
activties

# Communicate: Once 2 shange has been scheduled it must be communicated ' The communication is fo give others the opportuniy to remind the
change reviewr board about olher changes ar erilical business activities that might have been overlooked when scheduling the change. ™ The
communication also serves 1o make the help desk and users avare that a change I about fo ocour,

Another responsibilty of the change review
board is to ensure that scheduled changes have been properly communicated {0 those who will be affected by the change of othervise have an interest

in the change 14

Implement: At the appainted date and time, the changes must be implemented. *2°1°07] Part of the planning process was to develop an
implementation pian, testing pian and, a back sut plan. F415351 fthe of the fail o, the

or, other "drop dead” criteria have been met. the back-

testing fails

 Document: All changes must be documented 11712 The documentation includes the inifial request for ehange, its approval, the priority assigned toi,

the implementation,*'* testing and back out plans. the results of the changs review board criique. the datefime the changs was implemented,

i, and vhether Jemented successully, falled or postponed 11511741
. The chang ‘board should heid a post- review of changes. !l Itis particularly inoortant to review failed
‘2nd backed out changes. The review board shouid b and look for areas

o
Change management procedures that are simple to follow and easy to use can greatly reducs the overall risks created when changes are made (o the
imformation processing environment *°] Good change management procedures improve the overall qualty and success of changes as they are

implemented [*'*] This is accomplished through planring, peer review, documentation, and communication |

ISOMET 20000. The Visible OPS Handbook. Implementing ITIL in 4 Practical and Auitable Steps' {Full book summary),
implementing security 2]

e o
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B ity iming to profect an organization's criical business funciions from inferruption due fo
incidents, of C i to any org [ and business threas to the
continuation of business 2s usual %251 The BCM should be inciuded in an lysis plant that business
functions have uhat they need to of any type of threat to any business function. 271

It encompasses:

. i g business functions, and potentiai failure points. potential threats and hence incidents or

risks of concern to the organization*211
* Specification, e.g.. maxmum folerable table periods of data loss)|

P
Architecture and design, &.9., an appropriate combinafion of approaches including resiiience (¢ g. engineering IT systems and processes for high

.
avallabilty, 1] avoiding or preventing siuations incident management (e.g. evacuating premises,
caing senvices, invoking recovery (eg. ) and contingency management
(generic capabilties hatever oceurs resources are available)

£.g. configuing data transfers, et strengthering ertical slements: contracting with service:
2nd equipment suppliers:

Testing, e.q., business continuity exercises of various types, costs and assurance levels;

Management. e g, defining strategies, setling objectives and goals; planning and directing the work; allocating funds. people and ather resources
pricrifization relative to other acivilies feam buiking, leadership, control, mofivation and coordinalion wilh ofher business functions and actviies™ %
(9. T, faciliies, human resources, risk management, information risk and security. operations); monitaring the situation. checking and updating the

n things change; cantnuous improvement, leaming and approprizte investment
# Assurance, <.g..festing against specified requirements: measuring. analyzing, and reporiing key parameters: conducting additional tests, reviews and
‘audits for greater confidence that the amangements vill go to plan if invoked %1

Wihereas BCM takes a broad approach lo minimizing disaster-related risks by recucing both the probabity and the severity of incidents, a disaster
recovery plan (DRP) focuses specifically on resuming business operations s quickly as possible after a disaster! 2271 A disaster recovery plan, imvoked
o0 afler a disaster occurs, lays out the seps necessary 10 recover criical information and communications technology (ICT) infrastructure **®l Disaster
recovery pianning includes estabiishing a pianning group. performing risk assessment. establishing priorties. ceveloping recovery sirategies, preparing
imventories and dosumentation of the plan, developing verification criteria and procedure, and lastly implementing the plan.***

Laws and regulations (es;

Below is a partal lising of govemmental lavis and reguiations in various paris of the world that have,
had, or vill have, 2 signifieant efiect on data processing and information securty 497411 Important
industry e asignificant impact on
information securty +°]

# The UK Data Profection Act 1398 makes new provisions for the regulation of the processing of
information relatng to indviduals.including the oblaining, holding. use or disclosurs of such
information 4711 The Eurapean Union Data Protection Directve (EUDPD) requires that sl EV. | oo ionee s e i
members adopt national for cifizen vs and safey

throughout the E.U

The Computer Misuse Act 1990 s an Ac! o the U K. Pariament making compuler srime (e.g

hacking) 2 siminal offense.”“"| The act has besome  model upon viich several other counlies,

e arauin inspiation from when subssquenty drafing their ovn informaion securty laws. 407

+ The E s Data Retenion Dirsstve i i s o keep data
and phone call made for between six months and fwro years. "

* The Family Educational Rights and Privacy Act (FERPA) (20 U.SC. § 123207 g; 34 GFR Part 99)is a US. Federal law that protess the privacy of
student education recards. " The law applies to il schools that receive funds under an applicable program of the U & Depariment of Education 7
Generally, vaitien or 5705 in order o release ‘-
ecucation record /%)

5 ad: Endemic surveilanca socisies

7l ingluding Canada and the Republic of Ireland

* The Federal Financial Instiutions {FFIEC) securty guidelines for audit fies requirements for i o]

® The Heaith Insurance Rortabilty and Accountabilty Act {HIPAR) of 1986 requires the adoption of national standards for siectronic health care
transactions and national identifiers for providers, plans, 1958 Aditionally, i Gare providers, insurance.
providers the seourity and

® The Gramm-Leach—Siley Act of 1999 (GLBA), aiso known as the Financial Services Modemization Act of 1999, protects the privacy and securiy of
private financial information that financial instfutions coliect. hold, and process. <!

® Section 404 of the Sarbanes_Oxley Act of 2002 (SOX) requires publicly raded companies 1o assess the sfiectiveness of ther intemal controls for
financial reporting in annual reports they submit at the end of each fiscal year *“| Chief information officers are responsible for the security, accuracy,
‘and the reliabiity of the systems that manage and report the financial data. "I The act also requires publicl iraded companies to engage vith
independent auditors who must attestfo, and report on. the validity of fheir assessments

® The Payment Card Industry Data Security Standard (PC D i for i account data
security. 7] it vias developed by the founding payment brands of the PCI Security Standards Council — including American Express, Discover
Financial Services, JCB. MasterGard Worldvide % and Visa International — to help facitate the broad adopt security measures:

on 2 global basis. " The PCI DSS is a mulffaceted security standard that includes requirements for securily management, policies, procedures,
nehvork architecture, software design, and other crifical protecive measures %!
State seourity breach nofification laws (Galifornia and many ofhers) requir businesses, nonprofts. and state institutions to nofify consumers when
unencrypled “personal information” may have been compromised. lost. or stolen 1
® The Personal Information Protection and Electronics Document Act (PIPEDA) of Ganada supports and promotes electronic commerce by protecting
personal information thatis collecied, used or disclosed in certain circumstances,**7 1%/ by providing for the use of electranic means to communicate:
o record information or fransactions and by amending the Canada Evidence Act, the Stalutory Instuments Act and the Stafute Revision
e 1




——
Business continuity
Laws and reguiations
Cutture
Sources of standards
See also
References

Further reacing

Extemal inks

EEE
Business continuity

Lawrs and regulations

Caltu

Sources of standards

* Greese's Hellenic Autharty for Communication Securiy and Privacy (ADAE) (L 1652011) esisbishes and descrives the minimurn information
security controls that shoukd be deployed by every comp: ehvorks andor services in to
protect customers' confidentialty <1 These include both managerial and technical controls (9., log records should be stored for two years).

+ Gresse's Hellenc Autharty for Communication Securiy and Privacy (ADAE) (Lav 2052013) sancentrates around th pratecton of the inegriy and

availabiity of the services and data ofiered by companies (- these and other reiated

aepioy, and plans and redundant 5
The US Depariment of Defense (DD} issued DoD Directive 8570 in 2004, requiing all D d all DoD
contract persannel involved in information assurance roles and activifies to eam and mantain Technology (IT) certificati
an efort to ensre thal all DD personnel invlved n networknfasinciur defense have miium levels o T industy recognized knorledge, ils and
abilifies (KSA) Andersson and Reir report s A+ and Seourity+ through the ICS2 org's CISSP, efe.
Culture feot]
D than simp are, information the ideas, customs, and social behaviors of an organization

that impact information security in both positive:and negative ways 77/ Gultural concepts
or work against effectiveness towards information security within an organization. The way employees think and feel about security and the actions they

take can have a big impact on information security in organizations. Roer & Petric (2017 identify seven core dimensions of information secuity culture in
organizations:

Afitudes Employees fesfings and emotions abou the various actviies fhat pertain to the organizational secuity of information 7

Behaviors: Actual oF infended activities and risk-taking actions of employees that have direct or indirect impact on information security.

 Cogrition: Employees’ awareness, verfizble knowiedge, and beliefs regarding practices, activities, and seff-efficacy relation that are related to
information security

. ach other, support for security issues, and incident reporiing

. i dh o palicies, of such palicies and the abiity to recall the substance of such

policies

 Homs: Perceptions of securty-related organizational condust and practices that are informally deemed either normal or deviant by smployees and
their peers, ¢.g. hidden expectations regarding securty behaviors and unwiitien rules regarding ses of infarmation-communicaion technologies.

. Employees’ and they have as a citical faclori ining or endangering the security of
information, and thereby the erganization.

@ d Reimers (2014) found se themselves as part of the organization Information Security"effort” and often take:
ctions that ignare arganizational information securty best inferests 7] Research shows information securty cuture needs to be improved confinususly.
In Information Security Cuture s g ted, It's anever acycle of evaluation and e

maintenance * To manage security culture, be taken uation, strategic planning

implementation, and post-evaluation *

Pre-Evaluation: to identfy the avareness of information employees policy
Strategic Pianning: 1o come up a befler awareness-program, we need (o sl ciear targets. Clustering people is helpful to achieve it
Operative Planning: ereate 3 good security culture based on infernal comeunication, management buy-in, security awareness, and training programs

of management ‘members, coursss for all organizational members. and
commitment of the employees™™'|

Post.evaluation: o better gauge the efiectiveness.of the prior steps and build on continuous improvement

Sources of standards e

Main article: Cyber Sscumy Standsrds

“The Infemational Organization for St ization (10)is an i organized s

el 1 67 ok ooy ko i 8 sl Corls, ek SO i e [l ol gl ikt ot
The Intemational Electrotechnical Commission (IEC] is an intenational standarcs and cooperates closely
with IS0 1SO/IEC 15443 o Al securty assurance”, ISO/IEC 27002: Information technology
— Security techniques — Code of praciice for information securty management', ISO/IEC 20000: “Informaticn technology — Service management”, and
ISOMIEC 27001: “Information technology — Securty techniques — = ticwlar interest t

nformation security professionais.

T Hetcon el tamten s oy N1 ) e oy sopiconecealoeacy i sl SC0 piep oy e AT,

Compuler Security Division develops standards, mefrics, lests, i1 25 publi guidelines o

IT planning, implementation, management, and operaion. NIST is also the custodian of fhe U.S. Federal Information Processing Standard publications

(FPS).

The Intemet Society s a professional membership society with more than 100 orgarizafions and over 20,000 individual members in over 130 countries. It

provides leadershipin aaarewng issues that confront the future of the infemet, nd it & the organizational home for the groups responsible for intemet
including Task Force (IETF) and the Insrmet A (14B). The ISOC

Gomments (RFCs) which includes the Oficial Intemet Pratocol Standards and the RFG-2196 Site Security Handoaok.

“The Information Security Forum (ISF) is @ global nonprofit organization of several hundred leaging organizations in financial services, manufacturing
telecommunications, consumer goods, government, and cther areas. It undertakes research into information securiy practices and offers advice in it
biannual Standard of Good Prachice and more detailed advisories for members.

The Institute of Information Securty Professionals (IISP) i an independent, non-profit body govemed by ts members, vith the principal abjective of

avancing of et nd thereby awhole. the
115P Skils Framewark. This frameviork describes the range of security and informati
the of their roles. It through bath private and public sector organizations. wiorld-renosmed

‘academics, and securiy leaders ™/
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The German n Security
are a set of recommendations including “methods, processes, procedures,

tandards 100-1 to 100-4
oh 1953 The BSI-

‘Standard 100-2 |T-Grundschutz Methodology describes how informafion security management can be implemented and operated. The
very specific guide, the IT Baseline Protection Catalogs (also known as IT-Grundschulz Catalogs). Before 2005, tne catalogs were formerly known as 1T

Bassine Protection Manu:

‘The Catalogs are 3 collection of d s ussful for detecting weak points in the IT

environment (IT cluster). The collection encompasses as of Seplember 2013 over 4400 pages with the introduction and catalogs. The IT-Grundschuiz
‘approach is aligned with to the ISO/IEC 2700x family.
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United States Patent and Trademark Office (USPTO)
USPTO OFFICIAL NOTICE

Office Action (Official Letter) hasissued
on November 1, 2023 for
U.S. Trademark Application Serial No. 97777513

A USPTO examining attorney has reviewed your trademark application and issued an Office
action. Y ou must respond to this Office action to avoid your application abandoning. Follow
the steps below.

(1) Read the Office action. Thisemail isNOT the Office action.

(2) Respond to the Office action by the deadline using the Trademark Electronic Application
System (TEAS). Y our response, or extension request, must be received by the USPTO on or
before 11:59 p.m. Eastern Time of the last day of the response deadline. Otherwise, your
application will be abandoned. See the Office action itself regarding how to respond.

(3) Direct general questions about using USPTO electronic forms, the USPTO website, the
application process, the status of your application, and whether there are outstanding deadlines
to the Trademark Assistance Center (TAC).

After reading the Office action, address any question(s) regarding the specific content to the
USPTO examining attorney identified in the Office action.

GENERAL GUIDANCE

» Check the status of your application periodically in the Trademark Status &
Document Retrieval (TSDR) database to avoid missing critical deadlines.

» Update your correspondence email addressto ensure you receive important USPTO
notices about your application.

» Bewareof trademark-related scams. Protect yourself from people and companies that
may try to take financial advantage of you. Private companies may call you and pretend
to be the USPTO or may send you communications that resemble official USPTO
documentsto trick you. We will never request your credit card number or social security
number over the phone. Verify the correspondence originated from us by using your
serial number in our database, TSDR, to confirm that it appears under the “ Documents”
tab, or contact the Trademark Assistance Center.

» HiringaU.S-licensed attorney. If you do not have an attorney and are not required to



http://tsdr.uspto.gov/documentviewer?caseId=sn97777513&docId=NFIN20231101
https://www.uspto.gov/trademarks/apply/abandoned-applications
https://www.uspto.gov/trademark
https://www.uspto.gov/learning-and-resources/support-centers/trademark-assistance-center
https://www.uspto.gov/trademarks/apply/check-status-view-documents
http://tsdr.uspto.gov/documentviewer?caseId=sn97777513&docId=NFIN20231101
http://tsdr.uspto.gov/documentviewer?caseId=sn97777513&docId=NFIN20231101
https://teas.uspto.gov/ccr/cca
https://www.uspto.gov/trademarks/protect
http://tsdr.uspto.gov/documentviewer?caseId=sn97777513&docId=NFIN20231101
https://www.uspto.gov/learning-and-resources/support-centers/trademark-assistance-center
https://www.uspto.gov/trademarks/basics/why-hire-private-trademark-attorney

have one under the trademark rules, we encourage you to hire aU.S.-licensed attorney
specializing in trademark law to help guide you through the registration process. The
USPTO examining attorney is not your attorney and cannot give you legal advice, but
rather works for and represents the USPTO in trademark matters.



